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This Activity demonstrates the usage of S3 Bucket as Remote Backend in Terraform. Backend is used to define
the location where our state files will be stored.

Prerequisite:
1) Download the zip file shared by the trainer and extract it.

Walkthrough:

Initializing Terraform Directory
Creating S3 Bucket and DynamoDB
Add Backend Configuration
Remove Backend Configuration
Destroy Resources

GRS

Part 1: Initializing Terraform Directory

1 Open the extracted folder and navigate to “.tf” files. Open “resource_s3.tf” and update the “name” argument in
aws_dynamodb_table block.

- o e

« N > This PC > Local Disk () > Terraform_Repository » Demo9_s3_remote_backend v
~
Name Date modified Type Size
7 Quick access
B Desktop ) outputs 4/1/2022 4:54 AM TF File 1KB
. <) providers 4/1/2022 4:54 AM TF File 1KB
|= Documents
3 € remote_backend_Readme 4/1/2022 4:54 AM Chrome HTML Docu... 63 KB
D load:
onmroacs 7] resource 53 7/27/202310:43 AM  TF File 1K8
=/ Pictures 7] variables 7/4/2023 10:16 AM TF File 1K8B
Demo1_s3_bucket -
_ | resource_s3 - Notepad — O X

Demo2_s3_bucket v

File Edit F it Vi Hel
Demo?2e_s3_bucket. ile Edit Format View Help

Demo9_s3_remote | versioning_configuration {
- status = "Enabled"
2 This PC
}
¥ Network i

resource "aws_dynamodb table" "locks" {
nhame = "<yourname>-<date>-dblocks"
billing_mode = "PAY_PER_REQUEST"
hash_key = "LockID"

attribute {
name = "LockID"
type = "S"
}
} v

Windows (CRLF)  Ln 1, Col 1 100%

Open “variables.tf” and update “s3_bucket_name” variable.
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Home Share View

Demo1_s3_bucket

Demo?2_s3_bucket v
Demo2e_s3_bucket_
Demo9_s3_remote_|

% This PC

¥ Network

&~ ~ > This PC » Local Disk (C:) » Terraform_Repository » Demo9_s3_remote_backend v
Name Date modified Type Size
7 Quick access
I Desktop » J) outputs 4/1/2022 4:54 AM TF File 1KB
= J) providers 4/1/2022 4:54 AM TF File 1KB
5 Documents »
G remote_backend_Readme 4/1/2022 4:54 AM Chrome HTML Docu... 63 KB
¥ Downloads * -:] resource_s3 7/27/2023 10:46 AM TF File 1KB
&= Pictures # ) variables 7/4/2023 10:16 AM TF File 1KB
Demo1_s3_bucket -
| variables - Notepad m}
Demo2_s3_bucket v
Demo2e s3_bucket. File Fdlt Forlr'nat View Help _
variable "s3_bucket_name" { N
Demo9_s3_remote_| default = "<yourname>-s3bucket-<date>"
T Eescr‘lptlon = Name ot the s3 DUCKet
2 This PC type = string
@ Network variable "s3_tags" {
type = map
default = {
createdby = "Neeha"
environment = "dev"
}
l}
variable "s3_regions" {
type = string
default = “"eu-west-1"
}
Windows (CRLF)  Ln 14, Col 1 100%
2 Click on the Address bar and type cmd. Press Enter ( It will open a command prompt from that location ).
Share View
C:\Terraform_Repository\Demo9_s3_remote_backend| l 4 ‘ [J]
Name Date modified Type Size
# Quick access
I Desktop P ) outputs 4/1/2022 4:54 AM TF File 1KB
- &) providers 4/1/2022 4:54 AM TF File 1KB
| Documents »*
G remote_backend_Readme 4/1/2022 4:54 AM Chrome HTML Docu... 63 KB
¥ Downloads * :l resource_s3 7/27/2023 10:46 AM TF File 1KB
= Pictures A 3 variables 7/4/2023 10:16 AM TF File 1KB
Demo1_s3_bucket
Demo2_s3_bucket_v
DemoZ2e_s3_bucket_
Demo9_s3_remote_|
@ This PC
b Network
wome  stwe view
« v ’[ ‘ crndl I V|
Name Date modified Type Size
S Quick access
I Desktop P ;] outputs 4/1/2022 4:54 AM TF File 1KB
= d) providers 4/1/2022 4:54 AM TF File 1KB
5 Documents »
G remote_backend_Readme 4/1/2022 4:54 AM Chrome HTML Docu... 63 KB
¥ Downloads * -:] resource_s3 7/27/2023 10:46 AM TF File 1KB
= Pictures # ) variables 7/4/2023 10:16 AM TF File 1KB
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File Home Share View

<« v 1 » ThisPC » Local Disk (C)) » Terraform_Repository » Demo9_s3_remote_backend v
~
Name Date modified Type Size
st Quick access
4/1/2022 4:54 AN e 1
I Desktop | outputs 2022 AM TF Fil KB
| providers 4/1/2022 4:54 AN TF File 1KB
5| Documents
" G remote_backend_Readme 4/1/2022 4 Chrome HTML Docu.. 63 KB
Downloads ) resource s3 7/27/2023 TF File 1KB
= Pictures | variables 7/4/2023 10:16 AM TF File 1 KB
Demo1_s3_bucket
Demo?2_s3_bucket \ B3 C:\Windows\System32\cmd.exe - ] X
Demo2e_s3_bucket osoft Windows [Version 10.0.17763.2300]

(c) 2018 Microsoft Corporation. All rights reserved.

Demo9_s3_remote_|

' This PC C:\Terraform_Repository\Demo9_s3_remote_backend>,

& Network

3 Execute below command to initialize the current directory as Terraform directory which enables us to run terraform
commands to manage Infrastructure.

Command:

C:\Terraform_Repository\Demo9 s3 remote backend>terraform init

Result:

C:\Terraform Repository\Demo9 s3 remote backend>terraform init
Initializing the backend...

Initializing provider plugins...

- Finding latest version of hashicorp/aws...

- Installing hashicorp/aws v5.9.8

- Installed hashicorp/aws v5.9.8 (signed by HashiCorp)

Terraform has created a lock file .terraform.lock.hcl to record the provider
selections it made above. Include this file in your version control repository
so that Terraform can guarantee to make the same selections by default when
you run "terraform init" in the future.

C:\Terraform_Repository\Demo9_s3_remote_backend>,

4 Next execute below command to validate syntax and configuration of terraform configuration files. If everything is
proper, it will return a success message otherwise it will display the errors.

Command:
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C:\Terraform_Repos y\Demo9 _s3 remote_backend>terraform validate

Result:

C:\Terraform_Repository\Demo9_s3_ remote_backend>terraform validate
The configuration is valid.

C:\Terraform_Repository\Demo9_s3_remote_backend>g

5 Next run below command and observe the output. The output contains information depicting all the changes which
will happen in the AWS cloud. It is like dry-run to ensure whatever we are trying to do using terraform commands is
what we want.

Command:

C:\Terraform_Repository\Demo9_s3_remote_backend>terraform plan - backend.tfplan®

Result:

C:\Terraform_Repository\Demo9_s3_remote_backend>terraform plan -out "backend.tfplan"
rm used the selected providers to generate the following execution plan. Resource actions are indicated with the following
creéte
Terraform will perform the following actions:

# aws_dynamodb_table.locks will be created
resource "aws_dynamodb_table" "locks" {

arn (known after apply)
billing_mode PAY_PER_REQUEST"
hash_key ckID"
id (known after apply)
name "neeha-270@7-dbloc
read_capacity wn after a
stream_arn wn after
stream_label after
stream_view_type ( after apply)
tags_all ( wn after apply)
write_capacity after apply)

attribute {
name "
type

}

point_in_time_recovery {
enabled = (known after apply)

}

Part 2: Creating S3 Bucket and DynamoDB

1 For creating resources , execute below command and observe the actions performed by the command.
Command:

C:\Terraform_Repository\Demo9_s3_remote_backend>terraform apply "backend.tfplan"

Result:
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C:\Terraform_Repository\Demo9_s3_remote_backend>terraform apply "backend.tfplan
aws_dynamodb_table.locks: Creating...

aws_s3_bucket.bckt: Creating...

aws_s3_bucket.bckt: Creation complete after 4s [id=neeha-s3bucket-2707]
aws_s3_bucket_versioning.versioning_example: Creating...
aws_s3_bucket_server_side_encryption_configuration.example: Creating...
aws_s3_bucket_server_side_encryption_configuration.example: Creation complete after 1s [id=neeha-s3bucket-2707]
aws_s3_bucket_versioning.versioning_example: Creation complete after 2s [id=neeha-s3bucket-2707]
aws_dynamodb_table.locks: Creation complete after 9s [id=neeha-2707-dblocks]

dynamodb_table_name = "neeha-2707-dblocks"
s3_bucket_arn = "arn:aws:s3:::neeha-s3bucket-2707"

C:\Terraform_Repository\Demo9_s3_remote_backend>_

Part 3: Add Backend Configuration

1 Add below backend block to “resource_s3.tf” file. Make sure that you are providing appropriate bucket and
dynamodb_table value in the backend block.
« v T » This PC » Local Disk (C) » Terraform_Repository > Demo9_s3_remote_backend v D
Name - Date modified Type Size
# Quick access
B8 Deskiop terraform . 7/27/2022 11:21 AM___Eile falder
| terraform.lock.hcl _ | resource_s3 - Notepad — [} X
5 Documents
| backend tfplan File Edit Format View Help
¥ Downloads ] outputs terraform { ~
&=/ Pictures | providers backend 53 { .
Demo1 s3 bucket e backend Read bucket = "<your-bucket-name>
- remote_backend_Readme key = "globalstate/s3/terraform.tfstate"”
Demo2_s3_bucket v ) resource_s3 region = "eu-west-1"
Demo2e_s3_bucket. | terraform.tfstate dynamodb_table = "<y0ur—dynam0db—name)\"
Demo9_s3 remote | | terraform.tfstate.backup encrypt = true
| variables }
S This PC ¥
¥ Network
resource "aws_s3_bucket" "bckt" {
bucket = var.s3_bucket_name
}
resource "aws_s3_bucket_server_side_encryption_configuration" "example" {
bucket = aws_s3_bucket.bckt.id
v
Windows (CRLF)  Ln 6, Col 40 100%
2 To store state file in the mentioned s3 bucket, we must run below command again. Since we are changing backend

location, terraform will ask for your approval. Please enter “yes”.

Command:

C:\Terraform_Repository\Demo9 s3 remote_ backend>terraform

Result:

C:\Terraform_Repository\Demo9_s3_remote_backend>terraform init

Initializing the backend...
Acquiring state lock. This may take a few moments...
Do you want to copy existing state to the new backend?
Pre-existing state was found while migrating the previous "local" backend to the

newly configured "s3" backend. No existing state was found in the newly
configured "s3" backend. Do you want to copy this state to the new "s3"
backend? Enter "yes" to copy and "no" to start with an empty state.

Enter a value:
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C:\Terraform_Repository\Demo9_s3_remote_backend>terraform init

Initializing the backend...

Acquiring state lock. This may take a few moments...

Do you want to copy existing state to the new backend?
Pre-existing state was found while migrating the previous "local" backend to the
newly configured "s3" backend. No existing state was found in the newly
configured "s3" backend. Do you want to copy this state to the new "s3"

backend? Enter "yes"™ to copy and "no" to start with an empty state.

Enter a value: yes

Releasing state lock. This may take a few moments...

Initializing provider plu v
Reusing previous version of hashicorp/aws from the dependency lock file
Using previously-installed hashicorp/aws v5.9.0

C:\Terraform_Repository\Demo9_s3_remote_backend>g

3 To explore more, edit “output.tf” and run below commands to observe how state file is getting stored in s3 bucket.
&~ v 4 » This PC » Local Disk (C:) » Terraform_Repository > Demo9_s3_remote_backend > v
Name Date modified Type Size
st Quick access
B Desktop terraform 7/27/2023% 11-45 AM Eile folder
. | terraform.lock.hdl _| outputs - Notepad - O X
“&| Documents
| backend tfplan File Edit Format View Help
¥ Downloads | @ output "s3_bucket_arn" {
&= Pictures ] providers value. ) = Ews_sS_bucket.bcktarE
Demof_s3_bucket @ remote backend Readme ) description = "arn of the S3 bucket
Demo2_s3_bucket_\ | resource_s3
Demo2e_s3_bucket_ | terraform.tfstate output "dynamodb_table_name" {
terraform tfstate.backup value = aws_dynamodb_table.locks.name
DemoS s3.remote| . description = "The name of the DynamoDB table"
| variables
= This PC
}
& Network
output "s3_bucket_id" {
value = aws_s3_bucket.bckt.id
description = "ID of the S3 bucket"
)
Windows (CRLF)  Ln 15, Col 2 100%
Command:

C:\Terraform_Repository\Demo9_s3_remote_backend>terraform plan -out "backend.tfplan"

Result:
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C:\Terraform_Repository\Demo9 s3_remote_backend>terraform plan -out “"backend.tfplan"

Acquiring state lock. This may take a few moments...

aws_dynamodb_table.locks: Refreshing state... [id=neeha-2707-dblocks]

aws_s3_bucket.bckt: Refreshing state... [id=neeha-s3bucket-2707]
aws_s3_bucket_versioning.versioning_example: Refreshing state... [id=neeha-s3bucket-2707]
aws_s3_bucket_server_side_encryption_configuration.example: Refreshing state... [id=neeha-s3bucket-2707]

Note: Objects have changed outside of Terraform

Terraform detected the following changes made outside of Terraform since the last "terraform apply™:

# aws_dynamodb_table.locks has been changed

~ resource "aws_dynamodb_table" "locks™ {
id neeha-2707-dblocks™
name "neeha-2707-dblocks"
tags {3

}
# aws_s3_bucket.bckt has been changed
~ resource "aws_s3_bucket" "bckt"
id "neeha-s3bucket-2707"
tags {3

Command:

C:\Terraform_Repository\Demo9_s3_remote_backend>terraform apply
Result:

C:\Ter‘r‘a-For‘m:Repositor‘y\Demog:53:r‘emote:backend>ter‘r‘afor‘m apply "backend.tfplan”
Acquiring state lock. This may take a few moments...
Releasing state lock. This may take a few moments...

dynamodb_table_name = "neeha-2707-dblocks"
s3_bucket_arn = "arn:aws:s3:::neeha-s3bucket-2707"
s3_bucket_id = "neeha-s3bucket-2767"

C:\Terraform_Repository\Demo9_s3_remote_backend>g

Part 4: Remove Backend Configuration

1 Remove below backend block from “resource_s3.tf" file.
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« v » This PC » Local Disk (C:) » Terraform_Repository > Demo9_s3_remote_backend vd
Name Date modified Type Size
st Quick access
I Desktop terraform 7/97/2022 11-21 AM Eilo folder
1 terraform.lock.hcl _ | resource_s3 - Notepad - o X
5§ Documents
| backend.tfplan Eile—EditEommatMiaw.... Ip
¥ Downloads ) outputs terraform { ~
& Pictures ] providers backend 53 { .
Demo s3 bucket o te backend Read bucket = "<your-bucket-name>
- remote backend_readme key = "globalstate/s3/terraform.tfstate"”
Demo?2_s3_bucket_\ | resource_s3 region = "eu-west-1"
Demo2e_s3_bucket. | terraform.tfstate dynamodb_table = "<your-dynamodb-name>\"
Demo9 s3 remote | terraform.tfstate.backup encrypt = true
J variables }
= This PC }
¥ Network
resource "aws_s3_bucket” "bckt” {
bucket = var.s3_bucket_name
}
resource "aws_s3_bucket_server_side_encryption_configuration" "example" {
bucket = aws_s3_bucket.bckt.id
v
Windows (CRLF)  Ln 6, Col 40 100%
2 Since we have removed remote backend information, we must execute below command to configure backend. It

will ask for your approval, please provide “yes”.

Command:

erraform_Reposi \Demo9_s3_remote_backend>terraform init

Result:

C:\Terraform_Repository\Demo9 s3_remote_backend>terraform init -migrate-state

Initializing the backend...

Terraform has detected you're unconfiguring your previously set "s3" backend.
Acquiring state lock. This may take a few moments...

Do you want to copy existing state to the new backend?

Pre-existing state was found while migrating the previous "s3" backend to the
newly configured "local" backend. No existing state was found in the newly
configured "local"™ backend. Do you want to copy this state to the new "local"
backend? Enter “"yes" to copy and "no" to start with an empty state.

Enter a value:
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Initializing the backend...

Terraform has detected you're unconfiguring your previously set "s3" backend.

Acquiring state lock. This may take a few moments...

Do you want to copy existing state to the new backend?
Pre-existing state was found while migrating the previous "s3" backend to the
newly configured "local" backend. No existing state was found in the newly
configured "local" backend. Do you want to copy this state to the new "local”
backend? Enter "yes" to copy and "nho" to start with an empty state.

Enter a value: yes

Releasing state lock. This may take a few moments...

Initializing provider plugins...
- Reusing previous version of hashicorp/aws from the dependency lock file
- Using previously-installed hashicorp/aws v5.9.0

C:\Terraform_Repository\Demo9_s3_remote_backend>_

Run below command to verify backend configuration.

Command:

C:\Terraform_Repository\Demo9_s3_remote_backend>terraform plan -out "backend.tfplan'

Result:

C:\Terraform_Repository\Demo9_s3_remote_backend>terraform plan -out "backend.tfplan"
aws_dynamodb_table.locks: Refreshing state... [id=neeha-2707-dblocks]

aws_s3_bucket.bckt: Refreshing state... [id=neeha-s3bucket-2707]
aws_s3_bucket_server_side_encryption_configuration.example: Refreshing state... [id=neeha-s3bucket-2707]
aws_s3_bucket_versioning.versioning_example: Refreshing state... [id=neeha-s3bucket-2707]

Your infrastructure matches the configuration.
Terraform has compared your real infrastructure against your configuration and found no differences, so no changes are needed.

C:\Terraform_Repository\Demo9_s3_remote_backend>,

Part 5: Destroy Resources

1

Execute below command to destroy the resources which we have created in previous step. After you execute below
command, it will show you what changes will be done and before doing those changes it will ask for your approval.
So, if you want to proceed with destroying resources, provide “yes”.

Command:

C:\Terraform_Repository\Demo9_s3_ remote_backend>terraform destroy

Result:
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C:\Terraform_Repository\Demo9 s3 remote_backend>terraform destroy

aws_dynamodb_table.locks: Refreshing state... [id=neeha-27087-dblocks]

aws_s3_bucket.bckt: Refreshing state... [id=neeha-s3bucket-2707]
aws_s3_bucket_versioning.versioning_example: Refreshing state... [id=neeha-s3bucket-27087]
aws_s3_bucket_server_side_encryption_configuration.example: Refreshing state... [id=neeha-s3bucket-2767]

Terraform used the selected providers to generate the following execution plan. Resource actions are indicated with the following
symbols:
destroy

Terraform will perform the following actions:

# aws_dynamodb_table.locks will be

resource "aws_dynamodb_table" "locks" {
arn "arn:aws:dynamodb:eu-west-1:659848170574:table/neeha-2707-dblocks”
billing_mode "PAY_PER_REQUEST"
deletion_protection_enabled = false
hash_key "LockID"
id "neeha-2707-dblocks"
name “neeha-2707-dblocks"
read_capacity e
stream_enabled false
table_class "STANDARD"
tags o}
tags_all {}
write_capacity %]

attribute {
name = "LockID"
type = "s"

Plan: @ to add, @ to change, 4 to destroy.

Changes to Outputs:
dynamodb_table name "neeha-2707-dblocks"
s3 _bucket_arn = "arn:aws:s3:::neeha-s3bucket-2707"
s3_bucket_id = "neeha-s3bucket-2707"

Do you really want to destroy all resources?
Terraform will destroy all your managed infrastructure, as shown above.
There is no undo. Only ‘yes' will be accepted to confirm.

Enter a value:

Plan: © to add, @ to change, 4 to destroy.

Changes to Outputs:
dynamodb_table_name = "neeha-2707-dblocks”
s3_bucket_arn = "arn:aws:s3:::neeha-s3bucket-2707"
s3_bucket_id "neeha-s3bucket-2707"

Do you really want to destroy all resources?
Terraform will destroy all your managed infrastructure, as shown above.
There is no undo. Only 'vyes' will be accepted to confirm.

Enter a value: yes

aws_s3_bucket_versioning.versioning_example: Destroying... [id=neeha-s3bucket-2707]
aws_s3_bucket_server_side_encryption_configuration.example: Destroying... [id=neeha-s3bucket-2767]
aws_dynamodb_table.locks: Destroying... [id=neeha-2707-dblocks]
aws_s3_bucket_versioning.versioning_example: Destruction complete after @s
aws_s3_bucket_server_side_encryption_configuration.example: Destruction complete after 1s
aws_s3_bucket.bckt: Destroying... [id=neeha-s3bucket-2707]

aws_s3_bucket.bckt: Destruction complete after 1s

aws_dynamodb_table.locks: Destruction complete after 2s

C:\Terraform_Repository\Demo9_s3_remote_backend>,
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